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Subject - Cyber Securily Advisory - Now MalwaL%_ﬁ'i%Mi—hpm “Nebula
Shopping” (Advisory No. 24}

1. lntoduction. A 3% parly application Nebula Shopping is targeling
applicants/ users Lo acquire their personal and financial delails such as moliile phone
number, Sank account and email 1; thereby making USErs vulnerable to identity
{hefl and fraud. Such applicalions wilh olher names can aiso be found on the web.
Cyber probe and technical analysis againsl Nebul.a Applicalion revealed lhat Nebula
Shopping is allegadly a fraud application for earning money online and aims lo

provide easy loan lhrough online order subnission.

2 Recommendations

a. Don't Reveal Persoﬁal or Financial Information on 3""Parl‘y apps. Do
not respond lo Application solicitation for this information.

(f L. ‘E?heck securily perinissions of such apps belore providing any

s foas T 4 “ +
P censilive informalion online.

-~ C In case, a user is not sure whelher the app is legilimate, try to verify by
canlacting the company dirscily.

Siock instaiation of appe from unknown sources, only install apps
form official app siores, such as Googale Play Store/ App Store. ‘

2. Google Play preject (android built in Anli Malware) must not be
switched off in any case as it delecls suspicious apps in your inchile
device based on thair behavior and generates alerts.

f. Belgre inslalling any app, USers must read its privacy policy
explaining whal dala itis collécting form users and with whom il is
! sharing that data.

LSS o itis recommended thal users should keep their communication app up-
s - {o-date from heir respeclive App Slores. Do nol ignore updates
from apps installed on your device.

I, Regularly Updale Mobile Operating System whenever updales are
avallable

i Use Antivirus in order lo prevent any danger that may compromise
personal dala stored on the device. '

i Carefully consider what information you want to store on the device

S . 1 H H H 1 !
remember thal wilh enough lime, sophistication and access lo lhe device
any ollaciker can oblain he stored information. '
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3 For any query or reporling malware, please forward the same on follawing email
addresses; - e B
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