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A 0.1 COVERNMENT oF pagsTAN Ao g
i : CABINET SEGRETARIAT N U
e e CABINST DIVISION
No. 1-5/2003 (NTISk- (NTISB)
Sl : Islamabad  § ¥duly, 2022
Subject: - e
J Svber_Threal Advisory - Malware Analysis RReport - Fresh Demand

Deputation ( Advisory No, 27)

A phishing email witly the subjoet “Fresh Demand - Doputation” conlaining a

e malicious atlachment "Fresh Domand - Depulation.xlsx” Is currenlly circulaling.
<+ Analysis divulges that the allached file “Fresh Demand _ Deputation.xIsx" is &

sonhisticated and largeled atlack by hoslile Cyber aclors and is spreading through
t email amongst defence organizalions for informalion galhering and gaining syslem

control. Detail analysis is appender in following paragraphs.

. Summary of nalicious email containing Microsoll Excel Spreadsheel coupled

willt exploit and malware is allached as (Appendix-i)

A Analysis of malicious file reveals lollowing behaviour: -
< a. Atlacker can gain remole access of [he syslem and can perform different
j(z W4T malicious lunclions.
]\-. JK\ \ 1 . . . .
¥ ol b, Creales, deleles, allers and execules different files in user directories /
oy folders. ; :
215V I - :
Ik P . Execules a lelhal VBA scripl (Macro) with suspicious aulo execulion of
‘ ' Reinote Access Trojan.,
o Schedules ilsell and olher malicious processes for persistence.
e. Caplures the screenshots of inlecled compuler.
f. Fetches dala slorad on lhe infected compuler / system
a. Execules and lerminales diflferenl processes on infecled compuler.
i, Turng on micraphone ol infected maching.
i Recommendalions. fhove in view, following prevenlive measures must be
=nzired by ail concerned: -
a. Wicrosofl  executables including  Verclsid, Rundli32, Regsvr32,
Regsves/Regasm, Odhcconl, MSiexee, Mshila, InstallUlil, CMSTP,
ControlPane, Compiled HTML Fiie be monilored as major malware
excculables and be blacklisied
h Re vigilanl regarding redirecled links and lyping sensilive inforimalion
opthine.
e Disahle Macros in all syslems available in nelwork and ensure thal user
privileges are being properly managee.
ol Uninslatl all not in nee applications / soltware from syslem and personal
phone.
A Do not download altachments lrom emails unloss yoo are sure
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. Winitows defender and firewall'be kepton = 2

I

urf j repﬂrt Fnay ;j" ok
5. For any query or issues wilh regarding Cyber Sec .y
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ferwarded 1o Lhe following email addresses: -

a.  eagle1978@mail.com Lo
b. fafcanOQB@writeme.com i F T ajl
C.asnlisb2@cabinet.gov.pk TS : d ol
ceme m Dur-
6. Kindly disseminale the same message o aii con rcrl }; .
essa éc rv

organizalions, all altached/ affilialed departments and ensure nec ry p g

leasures,

(Munan mad Usmaﬂ Tanq}
ssistan{ Secretary-i] (NTISB)
_Phit 051- 9204550

All Secrefaries ol M

lnistries / Divisions of Federal Governineh and Chief SéCféi_af;“iés" .

of Provincial Governments T
——w—%___,__ﬁ___ :
Copy to: - i
. Secrelary (o [he Prime Minister, Prime Minister Secrefarrat Islamabag
2. Secrelary to (e President, Aiwan- -€-Sadar, Islamabag
3. Cabine el Secraiary, Cabmat Division, Islamabacl ‘
4. Additionat I Secretar -, Cabine Dms;on Islamabad
5. Direclor Genera (Tec! 3) Dle Gen, i) !sIamabad :
8.

Direclor (IT), Cabinet Division, [g; lamabag

enaznred by ail concerned: -

i i32, Regsvr32,
Microsoft  executables including Vumfshlnd'h{qRUl?;ifllfifUli! éJMSTp
B . :conl, MSiexec ;
pEUWEElr{nr]l‘?r?laalgtcigrHTMI_ Fiie be monilored as major malware
ControlPane

i1
exccilables and he blacklisied
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)
ey ‘ in nalwork wsure thal user
U s in all syslems available in nelwork and er
D ACT0OS all syetens
Disable Macru 7 ysie e
(: e L . 'slem and personal
e | nol in ude applications / soltware from syslem ¢
i ol in use applicahiong
o Uninstall all nol

‘ i i are sure
phone. anents lrom emails unless you are

1 ool allochiime
Do not downlrn
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