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Introduction.

Recently, hostile intelligence agencies are using sopri.iicaleg
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. iamoie Access Trojans (RATs) for Android mobiles to exfilirate sensitive <ata.
. i {

These
malicious BATs ara rmasqueraded as genuine Apps to entice users to dowiiload /

instail these Apps. Soime of the feigned Apps include Yo WhatsApp, WhatsA, PR Blus,
AK iﬂffmazﬁfr,«?e.pg@g GB WhatsApp, WhatsApp Pius, Whatc App Reform, Whetsarp

Prime,

i, Skype, Chrome/ FireFox and Secure ! Fra~ V[7iy

AR 1V a range of attack vector for distribution like Soci .|
Engineering via young girls, Websites, Ads, Social Media, Emails, S{.> ielagram o
WhatsApp messages to launch cyberattacks.
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WhatsApp, Social Media, Websites, Emails, SM 3
o 0/88 (Nons)
@ These. Aups’ generally require following parmissicng

(1) . Accessing contactlist, SMS

*_:} Network and GPS Based Information
t3) . Recording Audio

(4)  Call Phone Number, readmg call rog reroute outgoing ca!
Read / receive text messages (SMS, MMS)
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i : io internet, the applications insists on connecting to
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y Ce connects to infernet, it uploads user dafa, s IMEI
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number, files, Gmdil account ID, contacts, SMS logs, geoloc ri
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bypass .antimaiware so'uiions |
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is in the virtual environment (Sandbox).
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! Faecommendation

a. Always instail apps from Gogegle Flay Store @ni;?: in phone Setting, do aot
enable installation of apps from Untrusted Source { Third Par fiyr.

b. Before downfoading / in&ia”_ing‘ap;}s on Android dasm review the aip
details, number of downloads, user reviews, comments and "ADDITIC
INFORMATION” section. d .

c. Always monitor permissions baing required by app fﬂufing ingtallation.

d: Under command must be regularly sensitized about malicious actar tools,
tactics and procedure: moreover, all personal be advisca to refram fig
engaging in imimoral activities 1o avoid any axpleitation:

e. Install and update strong antivirus solution like AVAST oy ¥
Android devices. After antivirus installation, scan.{he devi

N clean infactions.
= 3 Install Android updates and patches as and when availabis,

* Do not download or open email aitachmenis received Liisie
sources or unexpectedly received from trusted us

. Avoid using insecure and public WI-El as hostile use
Wi-Fi access points at public places: for distriby uting mealicious apons.

i, Use two-factor althentication on. gl teternet Banking 25, WihaisAnp
Sccial Media and Gmail accounts.

5 Jisseminate the same to all attached / affiliated, departments and branches,
ph_';:*:sé l
6. Any malicious activity may be reported on following email address for analysis
and suggesting mltlgahon measures. - . Al
asnti sﬁ;?@mbﬂefn@* gav.pik
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