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Abstract.Today in this modern and digital world, people need privacy and
security during digital communication of their secret information. Cryp-
tographic techniques provide methods for secure digital communication.
In this paper, we have proposed a secret message sharing algorithm using
finite state machine and recurrence relation to enhance the security level of
the messages which is being sent between sender and receiver. The pro-
posed new cryptographic encryption and decryption algorithm has been
implemented using Moore machine which is a type of finite state automa-
ton and two recurrence matrices namely Fibonacci numbers and Mersenne
numbers. The importance of these algorithms is that, we can send in-
formation securely through the communication channel using them. The
efficiency of the proposed algorithm has been analyzed and the analysis
shows high level cryptographic protection during digital communication.
In these algorithms we have used multiple set of keys to encipher the orig-
inal message and its inverse to decipher it again and the authenticity of
algorithms is assured because these algorithms have different levels of
security which enhance the chances to keep our data or information confi-
dential and secure for long time. There are many states in Moore machine
to calculate the appropriate output. In every state it takes a new recurrence
relation which depends upon the input. To compute the output, we apply
mathematical operation which is our cipher text. At each level we have
number of cipher text which increases the data security.

Key Words: Cryptography, Cipher and plain text, Finite state machine, Recurrence rela-
tion.
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1. INTRODUCTION AND PRELIMINARIES

Cryptography is an art of writing codes and protecting data in a particular form so that
only those for whom it is defined can read and access it. The cryptography consists of
two techniques one is encryption and another one is decryption. Both the techniques are
mainly used to secure the information. Encryption is a method of conversion of plain text
into cipher text. Decryption is the reverse process of encryption i.e., conversion of cipher
text into plain text. One who practices the encryption and decryption algorithms is known
as cryptographers. The information is determined by the user who has some secret mes-
sage. The secret message can decipher the information back into its original form. The
secret message can be called as a key. Now a days, the importance of security of data has
been increased due to the arrival of digital communication in business and in our dalily life.
Therefore, it become necessary to protect our confidential data and information from hack-
ers. According to [2] cryptographic methods are currently the most dependable means of
safeguarding information. [16] studied, many different types of attacks on cryptographic
primitives and protocols. In order to protect the data from threat of attack, many secret
sharing cryptographic schemes and techniques can be applied during transmission process
of the message. Cryptography in its more contemporary form was fathered by Claude
Shannon in 1949. Claude Shannon was known widely for his work in electronic communi-
cations and in digital computing. The basic mathematical theory of cryptography has been
established by Shannon. In [8] modern cryptography depends mainly on mathematics and
the use of digital systems. In the modern world, people need privacy and security during
communication and cryptography provides methods and techniques for a secure commu-
nication. Based on the key type, the cryptosystems can be classified into symmetric key
(private key) and asymmetric key (public key) cryptosystem. In a symmetric cryptosystem,

a system depends on using the same key for encryption and decryption. In public key cryp-
tography, a user generates a pair of keys consisting of a private key that is kept secret and
a public key which is shared with others. Depending on the application, either the giver's
private key or the receiver’s public key can be utilized to encrypt the original message by
[21].

The basic idea of cryptosystem based on finite automata is quite simple: the encryption key
consists of an automaton and its inverse is the decryption key. Therefore, in many cases
it is difficult to find the automaton that inverts the function of a given automata. More-
over, these systems have been designed in order to overcome the biggest drawbacks of the
cryptosystem based on grammar and word problem, i.e. insecurity, ciphertext expansion
and lack of digital signature. Most of finite automata-based cryptosystem use transducer
machines (Mealy and Moore machines), cellular automata, and automata without output
(acceptors).

2. LITERATURE REVIEW

The theory of finite automata, models of computing devices with a finite non-extensible
memory, was initiated in 1940s and 1950s mainly by McCulloch, Pitts and Kleene.
[13] were the first to employ finite automata in cryptography. In the early 1980s, Professor
Tao and Professor Chen Shihua conducted research on the theory of the invertibility of fi-
nite automata.



IMPLEMENTATION OF CRYPTOGRAPHIC ALGORITHMS USING MOORE MACHINE AND RECURRENCE MATRIX 91

The work by Professor Tao develops a theory and contains strong results concerning invert-
ible finite automata: the input sequence can be recovered from the output sequence. This
is a desirable feature both in cryptography and error correcting codes.

This theory served as the foundation for a novel streaming cryptosystem featuring a public
key. In 1985, the finite automation public key cryptosystem (FAPKC) was unveiled to the
academic community by [6]. While all versions of FAPKC share a common cryptosystem
algorithm, they differ in their generation of various types of finite automata employed for
encrypting/decrypting data, as detailed more extensively in [15].

[14] introduced the first cryptosystem based on cellular automata (CA), which utilized a
simple one-dimensional CA consisting of a circular register with cells, each assigned a
value of eithe or 1. However, due to a lack of key, this system was successfully attacked
by known plaintext. The vulnerabilities of this cryptosystem were highlighted by [11]. To
address these shortcomings and enhance security and performance [14] proposed the use
of reversible cellular automata (RCA) as efficient encryption and decryption devices. In
1985 [19, 20] developed a public key cryptosystem called finite automata public key cryp-
tosystem (FAPKC), which is based on the Mealy machine and relies on the difficulty of
inverting finite automata composition. These systems offer several advantages, including
rapid implementation in software and hardware and the ability to serve as means for con-
fidentiality and digital signature. The public key in these systems is a combination of two
finite automata, while the private key is comprised of the inverse of these automata. In 2008
[3] introduced a novel stream cipher founded on the Rabin-Scott model of finite automata,
which serves as a key for encrypting plaintext and decrypting ciphertext.

[12] and [9] introduced new cryptographic algorithms in 2012 that rely on Mealy/Moore
automata and recursive functions.

A novel approach to encrypting and concealing data using finite state machines, Laplace
transformation, LU decomposition, Fourier sine and cosine transformation, Fibonacci se-
ries, balancing and Lucas-balancing numbers and other tools has been developed by [17],
[4], [7] and several other researchers. This technique is specifically designed for encrypt-
ing messages while preserving their confidentiality. In Russia, they also deal with the use
of finite automata in cryptography. The example given by [1] of using finite automata as
cryptographic algorithms and their components describes cellular automaton generators of
pseudorandom sequences, cellular automaton hash functions, finite automaton symmetric
and asymmetric ciphers which demonstrates functional equivalence of flow and automaton
cryptosystems.

3. FINITE STATE AUTOMATA

The finite state machine is a mathematical model of a system with discrete inputs and
outputs. Finite state automata [10] are an abstract machine that can be in exactly one of a
finite number of states at any given time. Finite state machine has finite internal memory
where an input feature reads symbols one at a time and an output feature produces output
which can be understood by user once the model is created. The state at which finite state
machine takes the input is known as initial state which goes through transitions from one
state to another state. When all the symbols have been read by finite state machine then it
is marked as successful flow of operation called as an accepting state. Finite automata may



92 Rachna Navalakhe and Harsha Atr

have outputs corresponding to each transition. There are two types of finite state machines
that generate output

(i) Moore Machine: Moore machine is FSM whose outputs depend on only the
present state.

(i) Mealy Machine: A Mealy Machine is FSM whose output depends on the present
state as well as the present input.

4. RECURRENCE RELATION

A recurrence relation is an equation that defines a sequence based on a rule that gives the
next term as a function of the previous term for some function f. The recurrence relation is
of the formApz,, + A12ph—1 + Asxyy—o + ... + Apzp_r =Y,

Matrix which is derived from the recurrence relation is known as recurrence matrix and the
values may be taken from this relation.

(i) Fibonacci Numbers: Fibonacci Numbers [2, 18] is the sum of two preceding
terms or number which lies in that series. Fibonacci numbers can be given by re-
currence relatiorf,, = F,,_1 + F,_» with initial conditionsF}; = 1,F>, = 1 or
Fo=0,F=1.

Now introduce a 2*2 square matrix as shown belbfv = [Fn“ Fn

Fn Fn1:| Ac-

cording to the above matrix values até = B (ﬂ wheren = 0,1,2,.... F,,

are the Fibonacci numbers.

(i) Fermat Numbers: In the field of Mathematics, the Fermat number [5] is first stud-
ied by Pierre de Fermat who discovered it. Fermat numbe2, &, 9,17, 33, ...
and it is of the formF,, = 2™ + 1.

(iii) Mersenne Numbers: Mersenne numbers [5] are named after the French mathe-
matician Marin Mersenne. These numbers are of the form
M, = 2"—1,wheren is a natural number and Mersenne number®ate3, 7,15, 31, ...
Recurrence Matrix for Fermat number and Mersenne number

1 Qn+1 Qn
Pn = Qn+1 1 Qn+2
Qn Q7l+2 1

wheren > 0 and@,,'s are taken from Fermat sequence when the inpatasd
Mersenne sequence when the input.is

5. ALGORITHM FOR ENCRYPTION AND DECRYPTION

5.1. Encryption Algorithm.

(1) Suppose we have a plain teRtin the form of sentence.

(2) Divide the plain text intas numbers of texts and construct a square matrix.
(3) Define a Moore machine through public channel.

(4) Define input.

(5) Get output through Moore machine.

(6) Now define recurrence matrix and choose recurrence relation.
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(7) Define the value of, in a recurrence matrix.
(8) Get the cipher text at each stage for all the plain text.
(9) Send the cipher text to the receiver.

5.2. Decryption Algorithm. On getting the finite state machine, cipher text and recur-
rence matrix decode the plaintext either by using multiplicative or additive inverse else we
can use inverse operation of the recurrence relation or matrix, to get the plain text or unique
information. For a finite state machine wittstates, we require n multiplicative or additive
inverse.

6. IMPLEMENTATION OF AN ALGORITHM
Let the plain text be P = FROGS ARE DANCING.

6.1. Encryption Process. Now let us encrypt this plain teX@ = FROGS ARE DANC-
ING.

(1) P=FROGS ARE DANCING.

(2) According to algorithm we construct the matrix of size 3 and assign the values
according to letter.

F R O 6 18 15|
M=|G S =17 19 0
A R E| 1 18 5|
— D A [0 4 17
N=|N C I|=114 3 9
N G |14 7 27]

(3) Moore machine is generalized through public channel.

(4) Now we add all the element of both the matrix and convert it into an appropriate
binary form. This binary form is taken as input in Moore machine. The sum of
elements of Matrix

M=64+184+15+7+194+1+0+184+5=289

N=04+4+14+14+34+9+144+7+27=179
Binary form of Matrix
M =89 = (1011001)

N =79 = (1001111),

(5) The output of the above key is found by Moore machine shown in Fig 1 and Fig 2:
(6) The Recurrence matrix for computing cipher text is defined by recurrence relation

1 Qn-‘rl Qn
Pn = Qn+1 1 Qn+2
Qn Qn+2 1

We use recurrence relation with the power2oplus or minusl to increase the
secrecy level or make the cipher text complicated so it is hard to break the key.
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Fig 1: Moore Machine to calculate output for M Fig 2: Moore Machine to calculate output for N

(7) Suppos&); 1 is the cipher text ati + 1) level and given as
Qit1=Q; + Py
Here we do matrix addition ang, is totally dependent on the input.

Fermat sequence when input =0
P, = : : —
Mersenne’s sequence when input = 1

(8) Now we compute cipher text at each level.
Then the cipher text for matrid/ is as follows in Table 1:
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S. |In Out | Key Cipher text
N. | put | put
1 3 1 6 18 15 1 3 1 7 21 16
1 |1 1 3 1 7 7 19 0|+(3 1 7|=(10 20 7
71 |1 18 5 1 71 2 25 6
1 9 5 7 21 16 1 9 5 8 30 21
2 |0 2 9 1 17 10 20 7| +(9 1 17( =119 21 24
5 17 1 |2 25 6 | 5 17 1 74207
1 31 8 30 21 1 31 9 33 22
3 1 1 3 1 7 19 21 24|+ (3 1 7| =122 22 31
171 |7 42 T | 171 8 49 8
1 15 7 9 33 22 1 15 7 10 48 29
4 |1 3 15 1 31 22 22 31|+ |15 1 31| =37 23 62
7 31 1 |8 49 8| |7 31 1 15 80 9
1 9 5 10 48 29 1 9 5 11 57 34
5 1|0 2 9 1 17 37 23 62|+ 1|9 1 17| =146 24 79
5 17 1 |15 80 9 | 5 17 1 20 97 10
1 17 9 11 57 34 1 17 9 12 74 43
6 |0 3 17 1 33 46 24 79|+ |17 1 33| =63 25 112
(9 33 1 120 97 10| (9 33 1 29 130 11
1 31 12 74 43 1 31 13 77 44
7 |1 1 3 1 7 63 25 112\ + (3 1 7| =66 26 119
171 29 130 11 1 7 1 30 137 12
TABLE 1. Cipher text for Matrix M

(9) Send cipher text 66

And cipher text| 171

The cipher text for matrixV is as follows in Table 2:

13 77 44

26 119/ to receiver A.
30 137 12
7 161 78

10 326 toreceiver B.
91 324 36

6.2. Decryption Process: Decryption process for matrix M and N

For decryption process we need to add the cipher text with the inverse of the recurrence
matrix used. So, on getting the finite state machine and recurrence matrix (which is our
secret key) we can decode the cipher text. For a finite state machine with n states, we
require an additive inverse matrix. So,
Decryption at ¢;'" state = Cipher text+P, ..

7. PERFORMANCE ANALYSIS

(i) Mathematical work : In proposed algorithm, we have used multiplication and ad-
dition of two matrices. Here, at each stage based on input and output the recurrence
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S. | In | Out | Key Cipher text
N. | put| put
1 3 1 1 3 1 0 4 1 1 7 2
1 |1 |1 3 17 31 7| +|14 3 9| =17 4 16
1 71 1 7 1 14 7 27 15 14 28
1 9 5 1 7 2 1 9 5 2 16 7
2 |0 |2 9 1 17 17 4 16| +1|9 1 17| =126 5 33
5 17 1 |15 14 28] 5 17 1 20 31 29
1 17 9 2 16 7 1 17 9 3 33 16
3 |0 |3 17 1 33 26 5 33|+ |17 1 33| =1(43 6 66
9 33 1 20 31 29 |9 33 1 29 64 30
1 63 31 3 33 16 1 63 31 4 96 47
4 |1 |5 63 1 127 43 6 66| + |63 1 127 = |106 7 193
31 127 1 20 64 30| |31 127 1 60 191 31
1 31 15 4 96 47 1 31 15 5 127 62
511 |4 31 1 63 106 7 193]+ |31 1 63| =137 8 256
|15 63 1 | 60 191 31 | |15 63 1 75 254 34
1 3 1 5 127 62 1 3 1 6 130 63
6 |1 |1 3 17 137 8 256|+ |3 1 7| =140 9 263
17 1 |75 254 34| [1 7 1 76 261 35
1 31 15 6 130 63 1 31 15 7 161 78
7 11 |4 31 1 63 140 9 263+ |31 1 63| =171 10 326
|15 63 1 | 76 261 35 | |15 63 1 91 324 36
TABLE 2. Cipher text for Matrix N
matrix and their elements are different. Therefore, it is very difficult to decrypt the
cipher text without having proper key or recurrence matrix and finite state machine.
(i) Key Reliability: In proposed algorithm, even when the finite state machine is
known or given it is not easy to break the key. The strength of the key depends
upon its length.
(i) Rounds: In proposed algorithm, number of rounds is totally dependent upon the

key and finite state machine.

8. SECURITY ANALYSIS

Getting original text from the cipher text is challenging due to the selection of recurrence
relation and chosen finite state machine. The advantage of the algorithm is that it is difficult
to decipher the plain text due to increased size of the secret key. Also brute force attack on

the key is difficult.
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S.N | Name of the attack Possibility of | Remarks
attack
1 | Cipher text attack Very hard Have least amount of information and different

pher text at different stages

Q.
1

2 | Known plain text Very hard Due to multiple states in FSM and multiple recl

rence matrix at each stage

>r-

Chosen Plain Text Very hard Due to operation perform on Matrix

Chosen Cipher Text Very hard Unable due to the selected FSM, Suitable key
recurrence matrix

and

TABLE 3. Security Analysis over Attacks

9. CONCLUSION

The Proposed algorithms are secure and efficient method for encrypting and decrypting
information using matrices, finite state machines, and recurrence relations. This algorithms
are based on different operations on matrices, chosen finite state machine and recurrence
matrix. Here we have encrypted the plain text and decrypted the cipher text by using Moore
machine and recurrence relations i.e. Fibonacci numbers, Fermat numbers and Mersenne
numbers. To maintain the level of security, we have calculated different ciphers at each
stage so that nobody can decrypt it without having suitable key if the algorithm is already
known. Using the algorithms, the security is maintained at four levelsi.e. chosen finite state
machine, recurrence matrix, secret key and different operations on matrices. Extraction of
original information from cipher text is quite difficult even if algorithm is known. If we
increase the size of the matrix and number of rounds, more information can be sent securely
at atime.

Overall, this algorithms can be a useful tool for ensuring the confidentiality of sensitive
information in various fields such as finance, healthcare, and national security.

10. FUTURE WORK

The study of number sequences in cryptography is an active area of research, with on-
going work focused on exploring new techniques and applications. While Fibonacci and
Mersenne numbers are among the most well-known integer sequences in cryptography, the
Pell equation and Lucas numbers also possess unique properties and have their own inter-
esting applications. As a result, future research will continue to discover the potential of
these and other sequences in cryptography.
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