Course Title

Computer Networks Lab

Course Code CC-214-L
Credit Hours 1(0,3)
Category Computing Core
Prerequisite None
Co-Requisite None
Follow-up None
This course provides fundamental hands-on skills related to computer networks. After completion of
Course the course, the students will be familiar with networking, routing, switching, and Setting up of networks
Introduction from scratch, major protocols involved in communication and their configurations. Students will also
be made aware of the state-of-the-art areas in case they would like to pursue this course in future.
At the end of the lab, the students will be able to: BT PLO
CLO1: Describe the fundamental components, 2 (D b 1
technologies, and devices of computer networks (Describe)
CLOZ2: Explain the services and functions provided by )
Course each layer in the Internet protocol stack CZ (Explain) 1
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(CLOS) protocols and their functions in a networking
CLO4: Analyze working and performance of key
technologies, algorithms and protocols C4 (Analyze) 3
'?LOS: Bgild Computer Network on various C5 (Build) 45
opologies.
Introduction to Wireshark, HTTP GET/response interaction, DNS role in the Internet
infrastructure, TCP segments sent and received in transferring, UDP transport protocol IP
investigate the IP protocol, NAT behavior of the NAT protocol, DHCP examine the DHCP
Syllabus packets captured, ICMP capturing the packets generated by the Ping program, Ethernet and
ARP investigate the Ethernet protocol and the ARP protocol, 802.11 Wireless investigate the
802.11 wireless network protocol, SSL investigate the Secure Sockets Layer (SSL) protocol
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