Punjab Information Technology Board
Government of the Punjab

11 Floor, Arfa Software Technology Park, 340-B, Feruzepur Road, Lahore
Tel: 92-4299000000 | Fax: 92-42-99232123 | cert.punjab gov pk

No. PITB/Admin/i &3 (-4 &
Dated: 5/19/2026

To
All Administrative Secretaries
Government of the Punjab

Subject: - Mandatory Hosting of Government Websites and Web Applications within Pakistan

Reference:

i Cabinet Division (NTISB) letter regarding security and localization of official web hosting services
bearing No. 36-66/61-41 (NTISB-I1) dated 29th April, 2022,

i Natjonal CERT (NCERT) advisory vide lettier No. 1-172026/DGINCERTY301 dated 23rd April.
2020 regarding hosting of Government websites in Pakistan

i SCGAD. Government of the Punjab forwarding letter Noo SO(FG-11H6-472026 dated 07th May.

2020,

) 1Cis submitted that National CERT (NCERT). Government of Pakistan. has conveyed serious
evherseeurity coneerns regarding hosting ol Government websites, portals. and web applications
on infrastructure located outside Pakistan. The advisory highlights that such practices expose
Government systems. public-sector data, and citizen services 10 clevated eybersecurity risks.
unauthorized aceess. jurisdictional complications. loss ol data sovereignty. and potential
compromise ol critical information asscts.
Furthermore. NCER'T has categorically ady ised that hosting services for Government organizations
are required 1o be shifted 1o local hosting/service providers within Pakistan in order 1o mitigate
cvher threats and strengthen national eyber resilience.
3 o view of the above and in continuation ol the directions issued by National CER'T and Cabinet
Division (NTISB). all Government Departments. Attached Departiments. Autonomous Bodies.
Subordinate Offices. and alfiliated entities under the Government of the Punjab are hereby advised
o ensure that all Government websites. portals. web applications. and associated public-facing
ligital services are mandatorily hosted within Pakistan on secure and - compliant hosting
mlrastructure.
41 Accordingly, the
while  procuring.
Government websites and web applications:

following minimum hosting and cybersceurity requirements shall be ensured
onboarding. renewing. or migrating  hosting  infrastructure/services  for

Viandatory Hosting & Security Requirements:
All Government websites. portals. and web applications shall be hosted within Pakistan on

.
secure and compliant infrastructure or cloud service providers. in compliance with the Pakistan
Cloud First Policy.

o Departments shall ensure complianee with applicable: Government ol Pakistan policies.
National Cyvber Sceurity Poliey. CERT Rules. eyberseeurity advisories. and refevant
mlormation security requirements. and shall remain responsible of their systems and data as
data owner.

o Departments shall ensure that hosting arrangements. SLAs. and contractual agreements with

service providers adequately cover required security controls and compliance obligations. and




cnsure sullicient control and visibility over their svstents and data tor fulfilling ey vberseeurity

and regulatory responsibilities. s
o The hosting infrastructure/data center shall preferably possess at Ieast T ier-111 certification (or

equivalent) with high availability. redundancy. disaster recovery, backup. and business

continuity arrangements.
Appropriate data localization and access control measures shall be implemented to ensure
from unauthorized aceess. disclosure.

protection ol Government data and - digital assets
alteration. or compromisc.

Bascline Sceurity Controls:
Fhe hosting environment and acquired services shall include. at minimum, the following bascline

cyvherseeurity controls:
s Next Generation Firewall (NGEFW)
s Secure network segmentation
= Indpoint protection/sceurity controls
e Sccure backup and disaster recovery mechanisms
a  Logging and monitoring mechanisms
o Anti-malware and threat protection controls

Advanced Security Controls:
Departments are further advised to implement advanced cyberseeurity controls including. but nol
Bmited to:

o Web Application Firewall (WAL

o Continuous Vulnerability Assessment and Penctration Testing (VAPT)

o Privileged Access Management (PAM)

o Multi-Factor Authentication (MIFA)

e Seccurity Information and Fvent Management (SHEVD © Sceurity Operations: Center (SOC)

monitoring

o Continuous sceurity monitoring and incident response mechanisms

e Secure SSLATLS configurations and certificate management

o Sccurity hardening and patch management processes

3y Al departments are further requested to review their existing hosting arrangements and initiate
necessary measures for migration of any forcign-hosted Government websites. portals, and web
applications to local hosting infrastructure within Pakistan in compliance with the above directives
and applicable national eybersceurity requirements.,

urthermore. all  Administrative  Departments are requested  to ensure  submission ol a

O)
comprehensivé TnventoryZdetails of all websites. portals. web applications. and associated public-

facy digital scrvices bmm. operated by the respective departments, attached departments.
Tolonomous bodics. subordinate offices, and affiliated entitics under their administrative control.
along with current hosting details/ information including hosting location and service pnmdu‘
“particulars, The requisite information may Kindly be furnished 1o the office of Punjab CER'T «

the following address for record. review. and compliance coordination purposes:
e ———

Director Punjab CERT

Punjab Information Technology Board (PTT13)

Arfa Software Technology Park

246-B. Ferozepur Road. Lahore.




| (PITB), being the designated
posscsses secure  hosting infrastructure and
| advanced scecurity controls for hosting
e consulted for secure hosting.

7) It is further informed that Punjab Information Technology Boarc
Government  Cloud  Service Provider (CSP).
cvbersecurity capabilities aligned with baseline anc
Government websites, portals, and digital services. and may t
migration. cybersecurity compliance. and related technical fucilitation,

Farly compliance and necessary action in this regard is requested.

215" CERT), PITB

Director (Pu
CC:
1. PA to Secretary Implementation and Coordination Wing, Punjab
2. PSO to Chairman, PITB.

3. CIo, PITB




Annex-A (Format for Submission of Website Inventory)

(To be submitted by each sub-office)

Name:

P

of

Designation:

Department/Office:

Contact No:

Date:

e ——

Hosting
| Location
(City &
Country)

Hosting
Service

Provider

Hosted on
Government
CSP
(Yes/No)

Security Controls
Implemented
(Yes/No)

Remarks




